DEBri=

ISSN 2383-630X (Print) / ISSN 2383-6296(Online)
Journal of KIISE, Vol. 50, No. 1, pp. 47-56, 2023. 1
https://doi.org/10.5626/J0OK.2023.50.1.47

M FAZ 98 3Gl A5
g B Azd B Az
(Interactive Visual Analytics System for Criminal Intelligence
Analysts with Multiple Coordinated Views)

+ = + =t
H A9 N5 g 27 3 4] 3

=1 =

(Seokweon Jung)  (Donghwa Shin) (Jinwook Bok)  (Seokhyeon Park)

—_ it ians Tt
o M= ol oI % g 5 o

—

(Hyeon Jeon) (Jinwook Seo) (Insoo Lee) (Sooyoung Park)

o

2 o FAk s HolEE dol Z5% woldn BAHAD YA, ok A Bl e
1 WsE b REha Yk B dATolAE FABES] £A 843 AR 98 Ageks axEs
ofoll tal LA, A HHoIH ) Azvioly SR FEale] lEe] Aol FE I Azke B4
A FAel AEPoEA S BESE + ole TS RASG. 24 Aol Jlustel 33t
UARl ST EEH, oF WEAIE £AR AT OF B AZE B4 A28 dAdsg,
AFHOR, ANG TZEERIS AAATE Bolol AZsh AzEel B4 P wAStd

o
AYE: AR AZkE, Az B Alzvol, WA AL HE AR B4

o

Abstract Data that criminal intelligence analysts have to analyze have become much larger and
more complex in recent decades. However, the environment and methods of investigation have not yet
kept up with those changes. In this study, we examined current investigation practices in Korean
Government Agency. We focused on the sensemaking process of investigation and tried to adopt visual
analytics approaches for sensemaking into the investigation. We derived tasks and design requirements
and designed a multi-view visual analytics system that could satisfy them. We validated our design
with a high—fidelity prototype through a case study to show realistic use cases.

Keywords: information visualization, visual analytics, sensemaking, crime investigation, criminal
intelligence analysis
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<Entry Table — Raw Data>

N kim | [ choi |  Account 1,390,000 .. ]
Kim Park Account 1,940,000
Ham 010-1234-5678 Call
Ham Kim Call
Kim Choi Account 500,000 ]
Calculate Relation (Node-Node) Statistics
<Relation Table>
[ kim Choi 2 v
M Entry M Node B Relation

39 1 gAY FA Helee #F: AEL, =&, 34
Fig. 1 Major levels of digital evidence data: entries,
nodes, and relationships
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Fig. 2 Interface of the system. (A) Data table view presenting data in terms of the three major data structures

through an accordion-style table visualization. (B) Focus node view showing user—designated focus nodes

with a node-link diagram. (C) Spatial analysis view showing geographic location of entries on the map and

also DBSCAN clustering results of entries. (D) Relationship analysis view providing various information

about the relationship between focus nodes and other nodes. (E) Temporal analysis view showing temporal

information of entries at various time levels
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Table 1 Data attributes displayed in data table view

Attribute Description Tab
Name Name of the node All
Inspect Base node in the relation Relation
Node and entry tables
Inspect+ Opponent node in the Ent.
Node entry table iy
Type Type of the node Node

- Total number of entries
Total L. Node,
containing the node or the

cnt . ; Relatio
(ent) relationship ation
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. . Number of relations with Node,
Cooc (io) .
focus nodes Relation
Representative value of the
Value D Entry
entry
Direction Direction of the entry Entry
. Occurrence time of the
Time nee i Entry
entry
. Occurrence location of the
Location Entry
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Fig. 3 Major interaction techniques supported by data
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Person Account Call
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Fig. 4 Icons for each node type on the focus node

view
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FAA%T EHolEe 74 F=o theiA= (E DolAM F<le] 7hssith

Fig. 5 Process of analyzing data through Inspect and Inspect+ interactions in the data table view. Users generate

items of the relationship table by applying Inspect to "Kim”
users confirm that there are imbalanced relationships between “25858”,
generate items of the entry table by applying Inspect+ to “Choi,”

in the node table. In the relationship table,
“Choi” and “Kim.” Finally, users
and “25858” in the relationship table.

Explanations about attributes of tables are shown in (Table 1).
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